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Abstract—The demand for cybersecurity professionals is pro-
jected to grow substantially, with the US Bureau of Labor
Statistics reporting that employment in cybersecurity within the
US will grow by 18% from 2014 to 2024, much faster than the
average for all occupations. As creating a cyberspace workforce
has become a matter of national security for every country,
cybersecurity needs to be taught at all levels, to all students,
in the educational system. The good news is that cybersecurity is
also a topic that students from a wide variety of backgrounds find
interesting, and as a result, it motivates them to study computing
too. Over the past two decades, there has been an increased effort
worldwide to incorporate computer science and computational
thinking into the middle and high school curriculum. The CS10K
initiative in the US has led to projects to introduce computer
science at the K-12 educational level. One of these initiatives,
the new Advanced Placement (AP) course in Computer Science
Principles (CSP), was designed to introduce computer science
in an engaging way, show students how computing is relevant
in their lives, and to attract a diverse group of students to
computing. The CSP Curriculum Framework allows for multiple
implementations of the CSP course, permitting course designers
to develop courses to engage and attract specific groups of
students and that focus on specific themes in computing.

This paper describes an approach to develop a new CSP
course, CyberCSP, which integrates cybersecurity first principles
throughout the course. The approach builds on an CSP course
that was created from a previous collaboration between the Com-
puter Science Department at Rochester Institute of Technology,
Rochester, New York, and the Webster Central School District in
Webster, New York. The paper discusses the background, details
of the earlier CSP course, how relevant cybersecurity content was
identified, and then integrated into the CSP course to create the
CyberCSP variant of the Computer Science Principles course.

I. INTRODUCTION

Employment in cybersecurity is projected to increase sub-
stantially across the world. For example, the US Bureau of
Labor Statistics reports that employment in cybersecurity is
“projected to grow 18 percent from 2014 to 2024, much faster
than the average for all occupations” [1]. Helping to build “the
next generation’s cyberspace workforce is a matter of national
security, as a string of massive breaches at the federal Office
of Personnel Management and private companies have high-
lighted” [2]. Reported hacking by Russian actors to influence
the outcome of the 2016 United States election [3] is another
recent example of the need for both professional cybersecu-
rity practitioners, and computer users who understand basic
cybersecurity principles and practice safe computing. Not only

must cybersecurity be taught at all levels, to all students, in
the educational system, but it is also a topic that students from
a wide variety of backgrounds find interesting, and as a result
motivates them to study computing. Introducing students to
cybersecurity early in their education, in an engaging way,
and showing how cybersecurity is relevant in their lives, will
encourage more female and other underrepresented students
to pursue careers in cybersecurity [4]–[6].

Over the past two decades, there has been an increased
effort worldwide to incorporate computer science or com-
putational thinking into the high school curriculum [7]–[9].
Within the US, the National Science Foundation started the
CS10K project, which has focused on supporting projects that
introduce computer science at the K-12 educational level [10]–
[12]. One of these projects led to the development of the AP
Computer Science Principles (CSP) course [13], which was
designed to introduce computer science in an engaging way,
show students how computing is relevant in their lives, and
to attract a diverse group of students to computing. The CSP
curriculum framework [14], allows for multiple implementa-
tions of the CSP course, permitting course designers to develop
courses to engage and attract specific groups of students and
that focus on specific themes in computing.

The College Board officially launched the new AP CSP
course in fall 2016 and will administer the first CSP AP exam
in May 2017 [14]. The AP CSP course and exam description
provides a curriculum framework that details the essential
information required to understand the CSP objectives and
expectations. The curriculum framework allows for multiple
implementations of the CSP course that enable students to
develop the content knowledge and skills required to pass the
AP CSP exam. These courses can be designed to engage and
attract specific groups of students or can focus on specific
themes in computing. Several courses to prepare students to
take the AP CSP exam have been developed, and endorsed
by the College Board, including following: The Beauty and
Joy of Computing, an introductory computer science course
developed at the University of California, Berkeley [15];
UTeach CS Principles is a complete high school curriculum,
developed at the University of Texas at Austin [16]; and
the course “Mobile CSP” takes the approach that developing
mobile applications will motivate students to study computer
science [17].
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This paper describes our approach to developing a new CSP
course, CyberCSP that will integrate cybersecurity principles
throughout the CSP course. The approach builds on the CSP
course that was created from a previous collaboration between
the Computer Science Department at Rochester Institute of
Technology, Rochester, New York, and the Webster Central
School District (WCSD) in Webster, New York. The next
section sets the stage by presenting an overview of our existing
Computer Science Principles course. Section III describes
the core cybersecurity content that is needed for creating a
cybersecurity-centric CSP course, and Section IV discusses
our proposed CyberCSP course. Section V discusses the cur-
rent status of our work, and makes a few concluding remarks.

II. OVERVIEW OF OUR COMPUTER SCIENCE PRINCIPLES
COURSE

Our approach is founded on long-time collaboration be-
tween RIT’s Computer Science Department and WCSD, which
led to the development and teaching of CSP courses dur-
ing the 2011-2012 academic year at both WCSD and RIT.
The WCSD/RIT partnership included an agreement to permit
WCSD high school students to receive transcripted RIT credits
for the CSP course taught at WCSD, perhaps the first time
when college credit was granted to high school students taking
CSP. The version presented here is the offering at WCSD that
was taught in the 2016-2017 academic year. The RIT version
was also similar.

The WCSD CSP course is designed to introduce students
to the central ideas of computer science. Students engage in
activities that show how computing changes the world and
impacts daily lives. Students develop step-by-step written so-
lutions to basic problems and are required to implement these
solutions on a computer using a programming language. The
topics of study include the history of computer development,
computer hardware, networks, internets, the Internet, HTML,
algorithms, programming, data representation, searching, sort-
ing and ethical computing.

At WCSD, the CSP course can lead to AP credit through
completion and submission of a portfolio and successful
completion of the AP exam. The portfolio consists of two
performance tasks—Explore and Create. The Explore task is
an individual exploration of a significant computing innovation
and involves creating a digital artifact and a written report.
The Create task requires a student to develop a program
on a topic that interests that interests them. A significant
portion of the program must be developed independently. It
is recommended that a portion of the program involve some
form of collaboration with another student.

The modules delivered as part of the WCSD/RIT curriculum
are shown in Table I.

III. RELEVANT CYBERSECURITY CONTENT

To create CyberCSP from the current CSP course, it was
necessary to identify appropriate security principles to incor-
porate into the proposed course and to identify appropriate

TABLE I
CURRENT CSP OUTLINE

Module Title Periods
(55-min)

1 Introduction 11
2 Networks, Internet and HTML 14
3 Problem Solving 10
4 Programming with Snap! 12
5 Data Representation 11
6 Sorting and Searching Algorithms 9
7 Big Data 11

learning outcomes. For this, we explored the K-12 cyber-
security education space, and dominant here are the NSF-
NSA sponsored K-12 GenCyber summer camp program in
the summers of 2014 to 2016. As Ladabouche and LaFoun-
tain point out, the GenCyber program was created to help
the US deal with the shortage of cybersecurity expertise
by “developing their cybersecurity awareness and stimulating
their interest” in cybersecurity among K-12 students and
teachers [5]. Other work shows the efficacy of the GenCyber
approach in attracting teenage females to cybersecurity [2, 19].
Preliminary evaluations of the nationwide GenCyber effort
shows its success in the K-12 space [5].

We reviewed the seminal work by Saltzer and
Schroeder [18], the ACM/IEEE Computer Society’s
Computer Science Curricula [19] recommendations and
the ongoing ACM Joint Task Force effort in developing
curricular guidelines for cybersecurity [20] before adopting
the GenCyber Cyber First Principles [28], shown in Table 3,
as they seem to have become a popular choice at the K-12
level nationwide [5]].

These security principles do not conflict with the CSP
courses, but serve to strengthen them in many ways, leading
to the integration of traditional design practices with current
security guidelines.

Learning Outcomes. Although each GenCyber camp was
given great latitude in selecting their own learning outcomes,
learning outcomes, such as those from RIT GenCyber camps
(see Table III), were fairly typical in the camps that empha-
sized cybersecurity content heavily.

IV. CYBERCSP COURSE DESIGN

To create the CyberCSP course, we are incorporating the
relevant cybersecurity content into our CSP course. To this
end, we identified both a set of cybersecurity topics and
associated Cyber First Principles that could be associated with
each existing CSP curricular unit. In addition, based on our
experiences with the GenCyber camps and the typical mindset
of our middle and high school students, we realized that
discussing the ethical and legal consequencies of cybersecurity
attacks is crucial for this audience. Therefore, we will integrate
ethics and legal issues into each of the modules we are
designing.

Our approach to infusing cybersecurity into the existing cur-
riculum permits us to essentially side-load the new materials



TABLE II
GENCYBER CYBERSECURITY FIRST PRINCIPLES

Principle Simplified Description
Abstraction Summarizing or explaining in a way

that can be easily understood
Conceptually Sim-
ple

If something is less complicated, it is
less likely to have problems and easier
to troubleshoot and fix.

Data Hiding Any attempt to prevent people from
being able to see information

Domain Separation Keep resources in separate locations so
that accidents and attacks prevent mul-
tiple resources from being destroyed or
made unusable at the same time.

Layering Provide multiple layers of defense to
protect system so that if one layer is
defeated, the next one may catch it

Least Privilege Limit people’s access to resources and
what they can do with these resources

Minimization Simplify and decrease the number of
ways the software can be exploited

Modularity Design system in units or modules that
perform a specific function, thus al-
lowing each module to be inserted or
removed from the system.

Process Isolation Keeping processes (a process is the run-
ning of any task.) separate prevents the
failure of one process from negatively
impacting another process

Resource Encapsu-
lation

Resources (hardware or software) must
be separated to permit use as intended

TABLE III
GENCYBER CAMP LEARNING OUTCOMES

Students will:

1) Demonstrate basic knowledge of essential concepts of
cybersecurity.

2) Describe and apply the Cyber First Principles in cyber-
security.

3) Describe common cybersecurity issues including social
engineering attacks, password selection, malware and
vulnerabilities, networking and firewalls, and mobile
device security.

4) Apply real-world cybersecurity tools such as password
cracking and website spoofing.

5) Describe ethical considerations in cybersecurity and
apply them in real-world case-studies.

6) Describe why cybersecurity is a relevant discipline
worthy of further study.

into existing coursework without requiring too many curricular
approvals. Table IV highlights the key cybersecurity concepts
infused in each of the existing CSP modules. We also provide
a listing of the cybersecurity first principles covered under
each module.

We are finalizing the actual cybersecurity topics and Cyber
First principles, and then will define CyberCSP Module Learn-
ing Outcomes that will make most sense for each CyberCSP
module. To further illustrate our approach, the section below

shows how the existing CSP Networking Module can be
modified to create a corresponding CyberCSP module.

CyberCSP Networking Module Enhancements. As part
of the CSP networking module, students are currently in-
troduced to the concepts related to computer networks and
protocols. The module presents the TCP/IP model and the
importance of following rules while creating networks. Some
examples of cybersecurity concepts that can be easily inte-
grated with the protocol discussion include denial of service
attacks, spoofing attacks and man-in-the middle attacks, that
result in a deviation from normal protocol behavior.

In the existing curriculum, students also learn about differ-
ent types of networks, from local area networks to internet-
working concepts that help create the Internet. The importance
of confidentiality of data traversing these networks can be
embedded in this portion of the curriculum. Simple exercises
and activities demonstrating the concepts of symmetric key
and asymmetric key cryptography can highlight the difference
between sending information in clear text versus using encryp-
tion.

Routers and gateways play a key role in creating and
protecting networks. Currently, students learn about simple
routing functionalities. Some security concepts, such as the
creation of access control lists and firewall rules, and their
importance in the protection of networks can be embedded
with the existing concepts. The appropriate mode of delivery
for this new material (e.g., lecture slides, hands-on exercises,
paper exercises, and video) will be determined in consultation
with our high school partners.

A similar approach can be used to infuse cybersecurity
concepts and principles into other CSP modules to create the
corresponding CyberCSP modules, with appropriate learning
outcomes.

V. CURRENT STATUS AND CONCLUDING REMARKS

We are planning to teach the CyberCSP version in one
section of RIT’s CSP course, which is scheduled to be taught
in the fall of the 2017-2018 academic year, Given that Cy-
berCSP will not change the learning outcomes of the current
course, only the content in the course will be changed, with
no additional curricular approval needed to teach the course.
As the course is taught, we plan to gather assessment data
and evaluate them to make appropriate adjustments. Changes
are more onerous at the high school level. Given the extra
material that must be developed to teach CyberCSP at WCSD,
current teaching assignments, and that changes to the course
will require approval, it will not be possible to have the high-
school version of the course ready for use in the 2017-2018
academic year, however, we plan create and teach at least three
modules at WCSD during the 2017-2018 academic year.

Successful implementation and adoption of CyberCSP will
help to improve overall security awareness among average
computer users, encourage students to pursue cybersecurity
careers or adopt a cybersecurity-awareness, and can help to
significantly increase cybersecurity capacity.



TABLE IV
SUGGESTED INFUSION OF CYBERSECURITY CONTENT INTO CSP MODULES FOR CYBERCSP MODULES

CSP Module Current CSP Topics Suggested Additions for CyberCSP
Cybersecurity Topics Cyber First Principles

Introduction History of Computers
Computer Components
Buying a Computer
Cloud Computing
Number Systems

Ethics and cyber policies.
Cyber defense. Cyber attacks.
Case study: The dangers of USB
sticks

Modularity, Resource Encap-
sulation, Least Privilege.

Networking Wires, Cables & WiFi
IP Addresses & DNS
Packets, Routing and
Reliability
Computer Ethics
HTML, CSS
Creating a Web page

Protocol security, network attacks
and defense mechanisms
Case study: Rogue Hotspots

Layering, Domain Separation

Problem Solving Think like a Programmer
Algorithms
Fetch - Execute Cycle
Functions
Iteration
Conditionals
Programming Languages

Security and safety in programming
Defensive programming
Case study: Think Like a Hacker

Abstraction, Modularity, Data
Hiding, Minimization.

Programming with
Snap!

Software Development De-
cision Structures
Loops
Tracing Code
Passwords
Customized Blocks
Lists

Secure software engineering
Building security in
Case study: Password cracking

Modularity, Conceptually
Simple. Layering. Process
Isolation

Data Representa-
tion

Text in Binary
Huffman Coding
Sound
Images, Bitmaps, Grayscale
Binary Operators

Steganography
Applied Cryptography
Case study: Hiding Viruses in Plain
Sight.

Data hiding, Layering.

Sorting and Search-
ing Algorithms

Bubble Sort
Selection Sort
Insertion Sort
Merge Sort
Linear & Binary Search
Hashing
Efficiency & Big–O

Exhaustive Search, Brute force at-
tacks, Log Analysis
Case study: Guessing Passwords or
Pass the Hash

Abstraction, Conceptually
Simple, Minimization,
Modularity

Big Data What is Big Data?
Identifying People
The Cost of “Free”
Privacy Policies
The Need for Encryption
Password Strength
Traveling Salesperson

Data privacy, access control
Case study: Think About What You
Give Away for Free

Data hiding, Least Privilege
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